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Case 1: Chinese Authority scam - Snapshot

Name (has been Wei Li

changed):

Total reportable loss: $75,000

Case highlight: e The victim is a highly educated international
student.

e The scammer exploited the victim’s
unfamiliarity with the local legal system, and
threatened them with deportation and
prosecution.

e The scammer showed ‘police identification’
and provided a realistic letter with bank logos
and authority stamp.

Note: Audio asset on threat and extortion
scams is available in 19 languages.

Case narration:

| am a PhD international student at the University of Queensland from China. |
received a call on 1 August 2024 and the person claimed he’s from the Australian
Customs. | am told that | would be deported and repatriated to China because my
passport was carried by criminals.

They then transferred my call to the so-called ‘Xuhui Branch’ of the Shanghai
(Municipal) Public Security Bureau in China. A person in a police uniform answered
my call and had a video conversation with me. He also showed me his police ID
card. | was told that | would be arrested by the Chinese police for being involved in a
more serious transnational economic crime and they will send me back to my
country.

They told me the only way to avoid these consequences was to apply for a fund
clearance from the prosecutor; by sending money to a designated account to verify
the money. The ‘police’ also said | would continue to be under their video
surveillance.

They then told me | had to send more money, and this was when my bank said | may
be the victim of a scam.
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Image 1: The
‘policeman’ (scammer)
showed the victim his
‘police id’.
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Image 2: The scammer provided bank
details for the victim to transfer money for
‘verification’ - the document was trying to
impersonate an official letter from ICAC -
the statutory independent anti-corruption
body of Hong Kong, and used the
Supreme People’s Procuratorate of the
People’s Republic of China stamp.

Case 2: Dating and Romance scam - Snapshot

Name (has been Daniel Lou
changed):
Total reportable loss: $68,638

Case highlight:

e The scammer concocted a story about being
in the US army and retiring to Australia,
looking for love. They provided army ID and a
passport to corroborate their story.

e The scammer developed a relationship and
built trust with the victim over months before
asking for money.

e After the victim sent money the scammer
continued to build on their story, finding new
reasons to ask for money.
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Case narration:

| met her (scammer) on a dating site in June 2024 and then we continued chatting in
WecChat. She said she is a soldier with the US army and wants to live in Australia
after retiring at the end of the year. She is looking for a life partner in Australia.

A few days later she sent a letter saying she has been sent to Israel for 3 months for
an undercover job. In July, she sent me a letter from ‘the Prime Minister of Israel’
showing she been rewarded 45kg of gold. She said she has got no one and wanted
me to receive and keep the gold for her. She showed me her passport, bank account
with password and her soldier ID.

She claimed she didn’t have a phone to receive the code to unlock the transfer and
asked to borrow money from me for logistics and the ownership of the gold
certificate. She said she would pay me back when she is in Australia in October.

She shared a link from a ‘logistics company’, and provided two bank accounts in the
US, as well as a bitcoin account for the money to be paid to US $4820 for the
shipment fee and US$36000 for ownership of the gold certificate. This was in
August.

In September, the ‘shipment company’ contacted me and requested an ‘Australian
customs declaration fee’ of AUD$104,519.

| went to custom and border service in Sydney airport to clarify the documents and
realised this is a scam. | went to AFP office to report the scam, as well as
Scamwatch.
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Image 3: The ‘proof of identity’ that scammer provided to victim.

Case 3: Online shopping scams

Name (has been Mina Kosta
changed):
Total reportable loss: $11,064

Case highlight:

e The scammer pretended to be a travel agent
with an official looking website that offered
free digital travel assistant services.

e After making a real booking with an airline on
behalf of the victim, the scammer cancelled
the booking and kept the money.

Case narration:

| bought a ticket online through a ‘registered’ travel agent who has registered code,
ABN, website and a phone number. The booking looked normal, and they always
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replied to my queries. | contacted the flight carrier to check that the booking had
been made - there was a booking with my name has not yet been paid.

When | questioned the ‘travel agent’ they said it was a group booking and would be
confirmed soon. When | tried to contact them again their phone number was no
longer working, and they weren’t answering my emails or Facebook chat anymore. |
have checked with the airline and the booking has been cancelled.

5} Try

s : . App Store > (x\oq‘o Play
your free digital travel assistant ”

Saturday 07 December 2024
g
-~
\V Departure 07 December 22:45 Perth, (Perth) (+)
Arrival 08 December 05:20 Doha, (Hamad International) (+)
Duration 11:35 (Non stop)
5 Booking status Confirmed
Class Economy (I}
Check-in  Baggage allowance 30 Kafs) for
30 Kg(s) for
30 Kgf(s) for
30 Ka(s) for
Equipment
Flight meal Meal

Image 4: The scammer claims they offer free digital travel assistant services on
their official looking website.

Case 4: Jobs & Employment scam

Name (has been Hana Kim

changed):

Total reportable loss: $4,500

Case highlight: e The scammers advertised data entry

positions on social media.

e The scam ‘company’ provided the victim with
training and login access to their professional
looking web platform.

o After starting the ‘job’ the victim was asked to
make purchases to ‘unlock their income’.

Case narration:
| applied for a data entry position following an advertisement on Facebook. After
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providing some basic information of mine, they said someone would contact me for
training.

After the training, | was told | would work with my own social media account, and
they also provided me the platform’s website.

On the first day of work, during data entry, | received a ‘bonus package’ | was told |
needed to purchase so that | can ‘unlock’ my earning once | have completed the
task.

| proceeded, hoping | could recover my funds later. | was repeatedly forced to make
purchases three times in order to ‘unlock’ my earnings. | spent approximately $7,000
USD on purchases to complete the tasks and unlock my funds.

| was able to ‘earn’ some money back but unable to complete all the data entry tasks
because they demanded additional purchases - which | could not afford. | informed
the support team and supervisor about my situation and requested assistance, but
no one responded. | contacted the company in Brisbane over five times and was
isued a ticket, but my issue remained unresolved.
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Image 5: [Fake name] provided a
screenshot of the ‘work platform’, which
shows a negative balance.
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40 Dally Orders
100% Order Reward

25.00% Affiliste Rewards

45 Dally Orders
1.25% Order Reward
25.00% Affiliste Rewards

Upgrade

50 Daily Orders
L50% Order Reward

28.00% Affilate Rowards

Upgrade

60 Dadly Orders
180% Order Reward

33.00% Affiliate Rewards

Upgrade

The Story

We began as online retailers ourselves, facing the
same challenges that come with scaling a business.
That experience jed us to think, 'there hasto be a
better way!'

Sowe built one

——

w24

Since 2009, we've been
helping retailers build
successful and profitable
businesses.

Image 6: The scam company has built a
professional-looking site and company
introduction.




